How do I set permissions to Samba shares?

There are many ways to set permissions to your Samba shares and improve security. This tip covers some of the basic permissions.

The most basic settings:

read only = Yes

guest ok = Yes

The default is read only = Yes
Share permissions

read only:    This parameter controls whether a user has the ability to create or modify files

              within a share.

guest ok:     If this parameter is set to yes, the users have access to the share without

              entering a password. This can pose a security risk.

Example:

[share]

path = /samba

read only = Yes
This option controls write access to the share.

More options

read list:     This option accepts a list of usernames or a group as its value. Users will be given

               read-only access to the share.

write list:    Specifies which users should have write access to the share.

valid users:   You can make a share available to specific users.  Usernames or group names can be

               passed on as its value.

invalid users: Users or groups listed will be denied access to this share.

Example:

[share]

path = /samba

write list = user1 user2
Groups

A group name can be added as a value by using two characters before the name:

@ (at symbol)  NIS groups searched

+ (plus sign)  will not search NIS 

Examples:

valid users = @groupname

invalid users = +groupname

Create default permissions

create mask:    This option is set using an octal value when setting permissions for files.

                example:   create mask = 1644

directory mask: Directories must have the execute bit for proper access.

                Default parameter is 0755

Example:

[global]

create mask = 0775

Notes and additional information

· UNIX system permissions take precedence over Samba permissions. Proper care has to be taken to set the proper permissions on the directories used for the shares. If a directory does not have write permission, setting Samba permissions to allow writing to a file or directory will not allow an user to write to the share. 

· Permission parameters do not override a file system that has been mounted with specific permissions. If a file system is mounted as read-only, the write ok = Yes parameter will not allow users to write to the file system. 

